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Section A: General Information
Executive Summary
The City of New Westminster Fire Protection Bylaw requires all premises with a fire alarm system or an
automatic fire sprinkler system, must have an external lockbox containing keys, keyfobs and access cards that
can be accessed by fire department personnel in case of emergency.
Effective May 1, 2019, the City of New Westminster Fire Protection Bylaw requires building owners to install
lockboxes conforming to the New Westminster Fire and Rescue Services (NWFRS) Lockbox Program.
standard.
NWFRS researched a number of lockbox systems to determine which would best meet its criteria. The Supra
TRACcess Lockbox System is the only one that satisfied all NWFRS objectives of accountability, reliability,
sustainability, reduced risk and reduced liability.
The NWFRS Lockbox Program will significantly lessen the City of New Westminster’s risk and liability while, at
the same time, increase security for building owners. Firefighters will have better emergency access to
buildings through enhanced key accountability and lockbox control.
The wireless TRAC-Vault is the City of New Westminster approved lockbox system. The lockbox can be
opened with a wireless eKey App, which communicates through both Bluetooth and infrared wireless
technologies, providing a real-time comprehensive audit trail of who opened a lockbox and when. This
information is recorded in the TRACcess Management System. The lockboxes are powered by a lithium
battery which is contained within the lid and requires no external power source.
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The TRACcess System includes:
TRACcess Management System – Internet-based control system used to manage secure database,
consolidate access activity, provide reports and remotely program electronic keys.
TRACcess devices – TRAC-Vault lockbox installed is powered by the TRAC-Vault lid and the
lockbox/vault is accessed using the TRACcess eKey App — no external power or networking required
at the site).
TRACcess eKey App – Using Bluetooth technology an electronic key provides access to lockbox
devices using a Personal Identification Number (PIN) code.

Background
Lockboxes have been widely used across Canada for more than 30 years. They have been in use in The City
of New Westminster for several decades. Most early lockbox programs used little to no technology to control
keys and monitor access.
The City of New Westminster Fire Protection Bylaw requires all premises where a fire alarm system or an
automatic fire sprinkler system are installed, must have a lockbox installed containing master keys, access
cards and keyfobs, that can be accessed by NWFRS personnel in case of emergency.
Section 39 of the City of New Westminster’ Fire Protection Bylaw reads:

39.1

All premises where a fire alarm system or an automatic fire sprinkler system, monitored or
unmonitored, are installed, shall have installed an approved flush-mounted lockbox.

39.2 The style and format of the lockbox shall be in conformity with the Fire and Rescue Services lockbox
keys. For confirmation and installation instructions of an approved type of lockbox, an owner or occupier
must contact Fire and Rescue Services.

Fire departments that mandate use of lockboxes are at significant risk, when the product being used does
not utilize today’s technology and increased security measures. The consequences of a lost or stolen key
place the department at significant risk.
Using a system that relies on mechanical keys means that anyone with a key can use it, the lockboxes may not
be security-rated and there is no audit trail of who has accessed a lockbox and when. Some cities do not
require lockboxes but rely on forcible entry for access, increasing the risk of injury to fire personnel and fire
victims as well as increase the potential for property damage.
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To avoid the serious pitfalls experienced in other jurisdictions with traditional or non-existent lockboxes,
NWFRS began researching lockbox systems in 2015. It was determined that the system would have to meet
the following objectives:
Accountability
Reliability
Sustainability
Reduced risk
Reduced liability
One system that meets all requirements is the TRACcess Electronic Rapid Entry System.

NWFRS Lockbox Program Benefits
Meeting the Objectives
Based on the criteria listed above, TRAC-Vault by United Technologies Corporation was selected because it
addresses all five program objectives.
Accountability
The wireless TRAC-Vault is the only City of New Westminster approved lockbox. The lockbox is opened with
a wireless eKey, offering a real time comprehensive audit trail of who opened a lockbox and when access
occurred. This information is recorded in the TRACcess eKey and the TRACcess Management System.
Activity Reports indicate which buildings were accessed, by which eKey and when. This information is sent
immediately by e-mail to pre-determined personnel who have the ability and authority to monitor individual
key activity and deactivate if necessary.
Reliability
The TRACcess system is easy to use and the eKey simply requires a 4-digit PIN code. The system was
designed and built and is supported by United Technologies Corporation (UTC). Operational in temperatures
of -30oC to +75oC, the TRACcess equipment is suitable even in extreme temperatures. Proper installation and
regular maintenance help ensure the long-term reliability of the system.
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Sustainability
The TRACcess Management System:
Maintains a database of all lockboxes and TRACcess eKey information
Is capable of tracking, reprogramming and replacing TRACcess eKeys
Produces detailed activity reports
Requires NWFRS inspections of buildings to ensure a lockbox is installed

Reduced Risk
The use of an Underwriters Laboratories (UL)-rated locking system and UL-rated vault increases security for
building owners and tenants and protects property. The TRAC-Vault communicates through both Bluetooth
and infrared wireless technologies. Authorized key holders enter a PIN-code on the eKey App to activate the
lock, which minimizes the risk of theft through inappropriate or unauthorized use of PIN- protected eKeys. To
further reduce the risk of property loss, NWFRS and building owners can be automatically notified by email
when a specific property’s lockbox is opened.
Reduced Liability
The City can de-activate eKeys that are lost, misplaced or used by unauthorized persons. The eKey PIN codes
can be updated and the devices reactivated when required. By minimizing the possibility of stolen eKeys and
unauthorized lockbox access, NWFRS reduces the City’s risk and liability that may result from lockbox breakins.
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Section B: Equipment
TRAC-Vault BT Smart Lockbox
A TRAC-Vault lockbox is a UL-listed, intelligent storage device that holds several keys, keyfobs or access cards
for the building. The lockbox is constructed of investment cast steel, is a tough and durable key box built for
attack resistance and is secured to a permanent surface on the outside of the building or recessed into the
wall. The lockbox can only be opened by authorized users. The lockbox produces access activity reports
which provide transparency and accountability, ultimately decreasing risk and liability. Internally, the device
stores information on the openings by date, time and electronic key number.

TRAC-Vault (Lid)
The lockboxes are powered by a lithium battery which is contained within the lid and requires no external
power source. Keyholders press the button on the lid to turn on reception for signals from TRACcess wireless
eKeys. An activity record is stored in the lid and in the eKey.

TRACcess eKey APP (eKey)
The eKey application harnesses the power of a smartphone to open the lockbox vault. The App uses the
phone’s Bluetooth signal to communicate with wireless TRACcess locking devices and uses the phone’s
Internet connection to exchange data with the TRACcess Management System. A comprehensive activity
record and audit trail is transmitted via smartphone and connected to a computer each time the eKey is
updated. To prevent unauthorized access, each eKey is PIN-code protected.
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Key Tag Labels and Stickers
Keys stored inside the lockbox are attached to key tags. Each key tag and key is labelled with:
1. The serial number attached to the key tags, which corresponds to the serial number identified on
the lid and lockbox where it is stored, and
2. The entry point or life safety system to which it provides access
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Section C: Roles and Responsibilities
Building/Property Owner
If a building does not have a lockbox or the existing lockbox is not a City-approved lockbox, the building
owner is required to obtain the City’s approved lockbox from NWFRS. The property owner or their
representative is responsible for providing the required keys, keyfobs or access cards as well as any key
additions or changes that occur over time.
After installation of the lockbox is complete and the required keys, keyfobs and access cards are ready for
placement into the lockbox, it is the responsibility of the property owner to notify NWFRS and arrange for an
authorized NWFRS member to place the keys into the lockbox.
The required keys, keyfobs and access cards will then be validated and tested to confirm proper operation,
prior to placement into the lockbox. NWFRS will prepare a key catalogue identifying all keys associated with
the building and the catalogue will be placed into the lockbox.

Lockbox Company
The building owner arranges with a Province of British Columbia authorized Lockbox Installer to install a
lockbox. The property owner or their representative will contact NWFRS to place the building’s life safety
system keys inside the device.
New lockboxes will be installed per NWFRS specifications and the manufacturer’s installation instructions.
This will facilitate annual firefighter inspections and ensure that responding fire crews can access the building
keys. Each lockbox must contain all of the building’s required keys, keyfobs and access cards.
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New Westminster Fire and Rescue Services
For quality control purposes, NWFRS requires that all Lockbox Installers involved in the installation of lockbox
equipment to have a current Province of British Columbia security license. All lockbox installers are required
to provide NWFRS with proof of their security business license.
NWFRS maintains a database of all lockbox locations and electronic eKeys. NWFRS tracks the location and
activities. The TRACcess System provides NWFRS with the lockbox access activity reports.
Electronic TRACcess eKeys will be assigned to authorized NWFRS personnel. Firefighters are trained in the
use of PIN codes and eKeys so they can open lockboxes on buildings as needed for emergencies and during
annual inspections.
NWFRS will ensure that only approved lockboxes are used. NWFRS personnel will ensure that all required
keys, keyfobs and access cards are present and working and then notify building owners of any required
additions or changes.
NWFRS tracks usage of eKeys through the TRACcess System maintained by UTC. UTC provides NWFRS with
the approved lockbox, each of which includes labels with the serial number of the vault. These labels are
affixed to each key tag for tracking purposes.
If a building owner does not install a lockbox and maintain the keys in the box, NWFRS notifies the owner that
they are non-compliant with the City of New Westminster Fire Protection Bylaw. In situations where the
building owner fails to comply, NWFRS may charge the building owner with violating the City’s Fire Protection
Bylaw and the property owner may be fined per “Schedule A” of the Fire Protection Bylaw.

Lockbox Supplier
As of the issue date of this manual, United Technologies Corporation (UTC) is the only company that supplies
a lockbox system that is fully compliant with the NWFRS standard.

New Westminster Fire and Rescue Services LOCKBOX Program Overview

10

Section D: Implementation of the NWFRS Lockbox
Program
Choosing the Supplier
NWFRS researched all available electronic lockbox systems and found that the TRACcess Electronic Rapid
Entry System best meets the City’s five primary objectives. Other systems use mechanical keys, which means
anyone with access to the mechanical key has access to the system and there is no audit trail of who accessed
a lockbox and when.

Purchase of the TRAC-Vault BT Smart
The property owner and/or their representative is required to obtain the lockbox directly from NWFRS.
Property owners are able to obtain a lockbox by visiting Glenbrook Fire Hall located at 1 East Sixth Avenue.

Lockbox Installations – New and Retrofit
The lockbox system requires the mandatory replacement of all older, non-compliant lockboxes throughout
the City with the TRAC-Vault.
The building owner arranges for the installation of the lockbox in accordance with manufacturer’s installation
instructions. The property owner is required to notify NWFRS when the lockbox has been installed and the
keys are ready for inspection, testing and placement into the lockbox.
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Placement of Keys in the Lockbox
After installation of the lockbox is complete and the required keys, keyfobs and access cards are ready for
placement into the lockbox, it is the responsibility of the property owner to notify NWFRS and arrange for an
authorized NWFRS member to place the keys into the lockbox.
NWFRS will be the sole provider of the colour coded key tags and key rings. The required keys will be placed
onto the appropriately labeled key tag. The required keys, access cards and keyfobs will then be validated
and tested to confirm proper operation, prior to placement into the lockbox. NWFRS will provide a key
catalogue identifying all keys associated with the building and the catalogue will be placed into the lockbox.

Communication
NWFRS provides building owners with information regarding the NWFRS lockbox program. The
communication provides owners with the details regarding the process for purchasing and installing the
lockbox, along with an explanation of associated fees and charges. A Fire Prevention Division spokesperson
is available to meet with members of the Building Owners and Managers Association (BOMA) and the
Apartment Building Owners Association. Owners are provided with the following information – which may
vary depending on the building type e.g., commercial, high-rise multi-unit residential, etc:
After extensive review of the current requirements for Fire Department lockboxes, NWFRS has determined
that changes to the lockbox system are needed to provide the City of New Westminster and building owners,
and managers with increased safety and security, accountability, transparency, key control, and risk reduction.
Effective May 1, 2019, TRAC-Vault is the only lockbox acceptable under the City of New Westminster’s Fire
Protection Bylaw (Section 39). New buildings requiring a lockbox must install the TRAC-Vault effective this
date. The City is requesting that all existing lockbox owners retrofit the lockboxes on their buildings to the
new requirement. Building owners are strongly encouraged to change over to the new lockboxes as soon as
possible to take advantage of the increased safety and security and other features previously noted. Property
owners are required to contract only Province of BC approved lockbox service companies for the installation
of their lockbox.
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Section E: NWFRS Operating Procedures
Opening the TRAC-Vault BT Smart
Keyholders press the button on the TRAC-Vault lid to turn on reception for signals from the wireless
eKey App.
The keyholder selects the Open Device on the eKey App, enters the valid PIN-code and selects
Begin. (See images below)
The lid acknowledges the signal with a flashing green LED and releases its lever.
The keyholder turns the lever to its open position and removes the lid from the vault.
An activity record is stored in the lid and in the eKey App and is transmitted by the eKey App to the
TRACcess Management System.
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Closing the TRAC-Vault BT Smart
1.

To replace the lid, place the lid back in the vault and rotate the thumb key 90 degrees back to
the closed position.

2.

After replacing the keys back into the lockbox, the keyholder selects Leave Site on the eKey
App. This will time stamp the amount of time that the individual was onsite and the time of
departure from the site.

Labeling Keys
Each key, keyfob or access card placed in the lockbox must be labelled so its use
can be readily identified. All keys in the lockbox shall be labelled with approved
NWFRS colour-coded key tags. (See example, right)
UTC ships each lockbox with 10 pre-printed labels with the TRAC-Vault door serial
number. These labels shall be affixed to the back of each key tag in each lockbox.
This will match every key in the city with its corresponding lockbox.
If, for any reason, keys stored in a lockbox get misplaced and found at a later date, the lockbox that the key
came from can be easily identified by notifying the Duty Chief and giving them the serial number. The Duty
Chief will look up the serial number in the TRACcess Management System and the key is returned to its correct
location.
To ensure that all keys have been replaced in the lockbox, NWFRS personnel should ensure that there are no
empty rings on the main key ring. Any empty rings would indicate that keys have been removed and not
reattached to the key ring.
To assist NWFRS personnel with inventory control and proper key identification, a key catalogue will be
placed into each lockbox. This will ensure all keys associated with the building have been inventoried and
replaced back onto the key ring and back into the lockbox.

Using Keys in an Emergency
Each key and its corresponding labelled tag are attached to a small ring, which, in turn, is attached to a master
ring. In an emergency, keys and their corresponding labelled tags are detached from the small rings as
required. Leaving the small rings attached to the master ring, which makes it easy to determine if keys are
missing at the end of the incident.
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Required Keys and Key Catalogue
The following list of keys shall be present in the lockbox. It is the responsibility of the property owner or their
representative to provide the following keys according to this section. NWFRS will provide the following
colour-coded tags:

Lock Location

Main entrance
Fire alarm cabinet
Sprinkler shut-off
Elevator recall
Stairwells/Roof
Electrical Room
Service Room
Master

Colour

GREEN
RED
BLUE
YELLOW
ORANGE
GREY
BLACK
BROWN

Description/Notes

Keys to the main entrance door (for security - not a master key)
Fire alarm cabinet or room (where a fire alarm exists in the building)
Sprinkler shutoff room (where a sprinkler system exists in the building)
Elevator recall keys (in buildings with elevator recall switch)
Stairwell doors leading from the stairwell into common areas and roof
Electrical Room
All service rooms – (Elevator, Electrical, Storage, etc.)
Master Key

A Key Catalogue is produced and stored in the lockbox along with the keys, keyfobs and access cards. Keys,
keyfobs or access cards will be identified by a punch-hole in the ‘Present’ column in the Key Catalogue and
on the line with the corresponding key type.

Missing Keys
The Company Officer shall contact the on-call Duty Chief immediately and report the specific keys that are
missing from the lockbox. The Duty Chief will log into the TRACcess System and will access the lockbox
history to determine who has gained entry to the lockbox, including date and time, so that the cause can be
determined.

Electronic TRACcess eKey Misplaced or Lost- (Cellphone)
Lost or stolen eKeys/cell phones must be reported immediately to the on-call Duty Chief so that the key can
be de-activated in the TRACcess System. The Duty Chief will immediately contact the City of New Westminster
IT department and report the lost or stolen cell phone, and have it disabled.

Obtaining a New or Additional TRACcess eKey
Call the Fire Prevention Division at 604-519-1000 to request a new key or to make changes.
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Appendix 1: Fire Prevention Division Responsibilities
Enforcing the City of New Westminster Fire Protection Bylaw as it relates to lockboxes, including the
installation and maintenance of keys.
Regular inspections will be conducted to ensure that each lockbox functions properly, that keys,
keyfobs and access cards are present and that the keys work to provide access to the building.
Members of NWFRS will also assist with conducting periodic inspections.
Maintaining the TRACcess database of lockbox locations, key contact people for each building and a
log of entries into each lockbox.
Maintaining or providing for maintenance of control over each electronic key through means including
periodically changing the 4-digit (PIN) codes for each electronic key to be able to operate.
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Appendix 2: Lockbox Activation and Key Verification
1. UTC supplies NWFRS with approved lockbox, vault lid and 10 labels displaying vault lid serial number
2. Upon receipt of the lockboxes, NWFRS personnel will complete an inventory of received product and
confirm serial numbers in the TRACcess Management System
3. Customer calls NWFRS and request to obtain Lockbox
4. Customer obtains lockbox directly from NWFRS
5. NWFRS updates TRACcess database with new lockbox information and activates the TRACcess eKeys
6. Customer contracts an approved Lockbox Installer and is responsible for coordinating installation
7. Lockbox installer installs the lockbox on the building in locations approved by NWFRS
8. Lockbox installer install the lockbox according to manufacturer’s installation instructions
9. Property owner notifies NWFRS and arranges for the placement of the building’s fire and life safety
keys, keyfobs and access cards into the lockbox
10. The property owner provides NWFRS personnel with the keys, keyfobs and access cards
11. NWFRS personnel verify that the keys work and the keys are labeled according to NWFRS guidelines
12. NWFRS personnel will update the key catalogue and place the keys and the catalogue into the lockbox
13. NWFRS personnel will confirm that the Lid and eKey App are operating as intended
14. NWFRS conducts an annual inspection of the building and confirms proper operation of the lid and
eKey App and services the keys in the lockbox as per the NWFRS operational guideline and performs
key changes as required by NWFRS or building owner
15. In the event the building requires key change, the Building owner/manager will email NWFRS and
submit the request for the key change to the Assistant Deputy Chief of the Fire Prevention Division
16. The property owner provides NWFRS personnel with the keys, keyfobs or access cards
17. The NWFRS member will follow the procedures listed in steps 10-14
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Appendix 3: United Technologies Corporation (UTC)
Product Data Sheets
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Appendix 4: Glossary
Lockbox - Device installed on the outside of certain buildings containing master keys, keyfobs and access
cards that can be accessed by emergency personnel in case of fire or other emergency inside the building.
NWFRS Lockbox Program - System that ensures all required building owners/ managers install and maintain
an external lockbox to be accessed in case of emergency.
Supra TRACcess System - Lockbox system by United Technologies Corporation (UTC) that enables the use
of remotely-programmed electronic keys to access external building lockboxes and monitors their usage via
a secure Internet-based control system.
Electronic Key/TRACcess (eKey) - Electronic device that can be remotely programmed to open lockbox
devices using a Personal Identification Number (PIN) code.
TRACcess Management System - Internet-based control system used to manage secure database,
consolidate access activity, provide reports and remotely program electronic keys.
TRACcess Device - Electronic key storage device (TRAC-Vault BT Smart) installed on the outside of certain
buildings.
BC Fire Code - Statute that sets out the technical provisions regulating:
Activities related to the construction, use or demolition of buildings and facilities
The condition of specific elements of buildings and facilities
The design or construction of specific elements of facilities related to certain hazards
Protection measures for the current or intended use of buildings
Lockbox Company - Private business approved by NWFRS to install electronic lockboxes
UL Rating - Safety certification granted by Underwriters Laboratories Inc. (UL), an independent product safety
certification organization that has been testing products and writing Standards for Safety for over a century
Key Tag Labels and Stickers - Keys stored inside a lockbox are attached to key tags; each key tag and key is
affixed with a sticker that indicates:
The serial number of the lockbox where it is stored; and,
The entry point or life safety system it accesses.
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Schedule A - Acceptable Lockbox Specifications
Under the City of New Westminster Fire Protection Bylaw, Section 39, only the following lockbox will be
considered acceptable to the Authority Having Jurisdiction:
UTC TRAC-Vault, BT Smart
Any variation from this product will require approval from the City of New Westminster Fire Prevention
Division in writing before installation. This product must be obtained from NWFRS to ensure that they are
delivered with the proper programming and are compatible with the electronic keys issued to NWFRS
personnel.

Schedule B - Lockbox Location Requirements
The City of New Westminster Fire Protection Bylaw states – All premises where a fire alarm system or an
automatic fire sprinkler system, monitored or unmonitored, are installed, shall have installed an approved
flush-mounted lockbox. The flush mounted lockbox shall be installed on the exterior wall of the building in
proximity to the main entrance. Where possible the lockbox shall be mounted in close proximity to the main
entrance of the building (within 10 ft. on either side of the door) and not less than 4.0 ft. and not more than
6.0 ft. in height from the ground.
Lockboxes must be installed on the building according to the manufacturer’s installation instructions.

Schedule C – Re-Keys or Replacement and Key
Verification
When the property owner or property representative re-keys or replaces any of the locks for the keys in the
lockbox, it is the building owner’s responsibility to notify NWFRS of the change so that the appropriate keys
can be changed out. Adding or removing keys from the lockbox should be coordinated through NWFRS.

New Westminster Fire and Rescue Services LOCKBOX Program Overview

28

